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Sangfor Endpoint Secure — a Modern EPP Solution

Investigate and
Block and kill Detection < . Management and
Prevention lici T remediate suspicious Endpoint P -
QYT maicious processes CEOLIECM activities that are not LRy reporting o
and files (EDR) endpoint systems

blocked

Endpoint Protection
Platform (EPP)

+ Real-time scanning « File quarantine and deletion + Vulnerability Management

- Al-Based detection engines - Endpoint isolation - App Control

St - Remote support

+ MITRE ATT&CK mapping

Sangfor Endpoint
Secure

- Logging and reporting

+ Phishing detection with auto response

» Ransomware Protection and Recovery

« APT detection and kill-chain analysis

« Fileless and in-memory exploit protection ‘
‘ + Asset Management

:Sangfor Endpoint Secure ¢ _lears

Sangfor Endpoint Secure

+ Endpoint Assets Management « Ransomware
« Threat Hunting + Web Shell + Testification » Host Isolation

» Vulnerability & Patch management « Brute Force Attack
c - Malicious File - Hot Event + Threat Position - Correlation
o » Hot Patching - Backdoor
o « Vulnerability « File Quarantine
g + Security Base-line Check - Botnet
'8
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Feature/Module Ultimate Essential
Vulnerability Scan

Remediation

Security Compliance Check!

Asset Inventory

Asset Discovery
TOTP Authentication?
Realtime File Monitoring

Ransomware Honeypot

Ransomware Protection

Ransomware Backup
Recovery
Ransomware Defense

End-of-Support Windows
System Protection
Malicious File Detection

Botnet Detection

Brute-Force Attack
Protection

Improved Phishing and Web
Intrusion Detection
Suspicious Login Detection

File Quarantine

Endpoint Isolation

File Remediation

Virus Mitigation

Automated Response to
Phishing and Web Intrusion
events

Domain Isolation

Process Blocking

Script File Upload

USB Control
Unauthorized Outbound
Access Detection

Remote Support

Hot Patching 3

Endpoint Behavior Data &

Log Collection
Fileless Attack Protection
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Feature/Module Ultimate Essential
RDP Secondary > R
Authentication (Anti-
Ransomware)
Trusted Processes (Anti-
Ransomware)
Key Directory Protection
(Anti-Ransomware)
Coordinated Malware
Response with XDDR
WebShell Detection

Advanced Threat Detection

Memory Backdoor Detection

Reverse Shell Detection

Local Privilege Escalation
Detection

Remote Command Execution
Detection

Extended Detection, Defense
and Response (XDDR)

Threat Hunting

Application Blacklist

Software Metering

PO T T T e ¢ ¢ ¢
TRED T T IETET T T T

Software Uninstallation
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